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INTRODUCTION

What is the Bank Certificate?

Bank Certificate (the Certificate) for access to the Internet Banking Service (the
Service) of Investbank AD (the Bank) is a special file that serves as a Client's signature (via
the Client's web browser) on the bank documents ordered via the Internet Banking System
of the Bank electronically, thereby ensuring the highest security that avoids any option of
abuse and manipulation of Client's data while communicating with the Bank.

What are vyou required to do?

You are required to use Internet Banking Service of the Bank and to have installed on
your device Microsoft Internet Explorer 8.0 or Mozilla Firefox 40 or higher.

How to apply for your Certificate?

By logging in via the web interface at https://ibanking.ibank.bg/, clicking on the
button APPLYFORABAN"CE"T'F'WE] in menu Settings —Certificates you can send a request to
the Bank for issuance of a bank certificate:
1ban|t

NuBecmbank|an ) HOME = @ Instructions BGEN ¢y LogouT

oRoERS Authorization methods

L0700 12 555

Manage authorization methods for active banking.

()

REPORTS

1:] Electronic signatures
For customer Certificate data Approved on Status

No registered electronic signatures.

12l Approved bank certificates

For customer Certificate data Approved on

[AEHVCNABA AHTENOBA BORHOBA Description=_ _ . ._.__ =0 C=BG, L=PERNIK, S=Safia, CN=[ ~___ . 03.01.2016 OpoGpen

APPLY FOR A BANK CERTIFICATE

o WATH LLIISLAYA L AIOLL YA YU T TNV SUIUG IS AL R EOM AL L DM DR um

1bank
VIHBecmGaHkIAu fif HOME €} Instructions

ORDERS VickaHe 3a U3dasaHe Ha 6aHKo8 cepmu@ukam

Select the bank customer, you whom you want to issue a bank certificate!

REPORTS DENISLAVA ANGELOVA VOYNOVA

Bank Customer: [ L T o
SETTINGS

Password to login in IB: [ ]

‘ Send a request to the Bank H New request ‘
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http://www.mozilla.org/products/firefox/
https://ibanking.ibank.bg/

By entering the login password and clicking on Send request to the Bank, you
request for issuance of a bank certificate is automatically sent for approval by the Bank.
Within the working day all requests are approved by the authorized staff.

The Bank Certificate is a file created by the Bank which you can download from the
last column in the table Registered Bank Certificates.

IMPORTANT!!! When the requested Bank Certificate is approved, you should download it
by clicking on Download from the last column Link. Once you download the Certificate, the
system will automatically send you a SMS with the code to install the downloaded
certificate.

The resulting SMS code is for a single use and you must save it to be able
subsequently to successfully install the certificate on the device you want.

You can track the process of approval of the bank certificate through menu Settings -
Register of Certificates.

Authorization methods

Manage authorization methods for active banking.

.0700 12 555

1l Electronic signatures

For customer Certificate data Approved on Status

SETTINGS

No registered electronic signatures.

REGISTER ELECTRONIC SIGNATURE

1al Approved bank certificates
For customer Certificate data Approved on Status

AEHWCNABA AHFENOBA BOMHOBA Description=_""""""""* T=0481311479, C=BG, L=F __..__, 5=Sofia, CN=[ _.. . [y 03.01.2016 Orxasan

BEHWC/IABA AHTENOBA BOAHOBA

18.01.2016 0po6pen Download

v
APPLY FOR A BANK CERTIFICATE

Approved on

03.01.2016 OTKazaH

18.01.2016 Download

[j APPLY FOR A BANI{/(éRTIFICATE ]

/
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I. INSTALLATION OF THE BANK CERTIFICATE IN Internet Explorer

To use the certificate, you must install it in your Internet Explorer. For this purpose it
is necessary to have previously downloaded the file with the Certificate and to have
received its installation code, which is a random set of uppercase and lowercase Latin letters
and numbers.

Via Windows Explorer open the device and the folder where the file containing your
Certificate is and double click on it.

Follows the wizard in Windows to import the certificate:
TV RATTR T Tee—— '1. E |

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

P | This wizard helps you copy certificates, certificate trust
i Q_‘ lists, and certificate revocation lists from your disk to a
certificate store,

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dlick Mext.

Click on "Next":

Certificate Import Wizard &J

File to Import

Specify the file you want to import.

File name:

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (\P7B)

Microsoft Serialized Certificate Store ((S5T)

Learn more about certificate file formats

< Back I[ Mext = ]I Cancel
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,A_gain click on "Next":

Certificate Import Wizard‘ @

Password
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

|| Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[] Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Indude all extended properties.

Learn more about protecting private keys

[ < Back ][ Mext = ][ Cancel ]

Enter the 10-digit installation code of the Certificate which you have received by the
SMS sent by the Bank.

Certificate Import Wizard lﬁ

Password
To maintain security, the private key was protected with a passward.

Type the password for the private key.

Password:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[¥]Mark this key as exportable. This will allow you to back up or transport your
keys at a later time,

Indude all extended properties.

Learn more about protecting private keys

’ < Back ][ Next > ]l Cancel ]

You are required to check the third checkbox "Include all extended properties".

Check the second checkbox if you want to export the certificate for archiving or
transportation.

You are recommended to check the first checkbox "Enable Strong Private Protection
..." so that the system will ask for your permission and you will be able to protect the use of
the Certificate from Internet Explorer by additional password.
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Iick on "Next":
Certi'ﬁcatelmp‘ortWi

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(@ Place all certificates in the following store

Certificate store:

Personal

Learn more about certificate stores

Select where to import the Certificate by choosing "Personal" from the "Browse" button

and clicking on OK.

Click on "Next":
Certificate Import Wizard

e e

3y

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.
- You have specified the following settings:

Content PFX

f Certificate Store Selected by User JiRZgE
' Fie Name o:

< Back “ Finish ][ Cancel

Click on "Finish"
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IMPORTANT!!! The following four screens are not mandatory. They appear if
you have checked the first checkbox "Enable Strong Private Protection..." (on the

second screen on page 6).

il ™
Importing a new private exchange key ﬁ

An application is creating a Protected tem.

CryptoAP| Private Key

Security level set to Medium ’ Set Securty Level... ]

| 0K || Cancel || Detais.. |

9

Click on "Set Security Level":
-

Choose a Security Level pr— .

Choose a securty level appropriate for this tem.

tem is to be used.

) Medium
Request my permission when this item is to be used.

< Back [ Mext = J[ Cancel

Check "High" to protect the certificate using your own password and then click on

"Next":
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Create a Password lﬁ

Create a password to protect this tem.

Create a new password for this tem.

Passwaord for: CryptoAP| Private Key

Password:

Corfirm:

<Back | Fnsh | | Cancel

Enter your desired password in the "Password" fields and then click on "Confirm".

Recommendations for compiling a new password:
® IT SHOULD NOT CONTAIN repeating of subsequent numbers;
® IT SHOULD NOT CONTAIN typical and widely known information about the
person or parts thereof — e.g. PID of the holder, of his/her spouse, friend,
parents, children or other close ones;
® IT SHOULD NOT CONTAIN phone numbers, dates of birth and/or marriage,
address data, age, etc.
BECAUSE SUCH PASSWORDS ARE VERY EASY TO GUESS!!!

Click on "Finish":

Certificate Import Wizard ﬁ

b

Click on "OK" to close the window.

Open your Internet Explorer. Select "Tools" - "Internet Options” - "Contents"
"Certificates":
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iy

Certificates

Intended purpose: [<AJI> v]

Personal | Other People I Intermediate Certification Authorities | Trusted Root Certificatior| * | * | [}

Issued To Issued By Expiration ... Friendly Name
I g mmr—— B-Trust Operational CA QES  27.10.201... <None>
Rl BMECCR 15.4.2016 1. MNew certificate: ...

E4 MgaH CTedess INVESTBAMK AD 11.1.2017r. <MNonex

(i) (i) (e

Certificate intended purposes

Client Authentication, Document Signing, Encrypting File System, Microsoft

Time Stamping, Code Signi 5 Email
ime Stamping, Code Signing, Secure Emai View

Learn mare about certificates

R ——

Your certificate should be located in "Personal". Select it and then click on "View":

r Ty
Certificate ﬁ
General |De13ils | Certification Path
| = R Certificate Information
This certificate is intended for the following purpose(s):
. * Proves your identity to a remote computer -
* Allows data on disk to be encrypted =
* Allows data to be signed with the current time =
» Ensures software came from software publisher
» Protects software from alteration after publication
* Protects e-mail messages 5
Issued to: Meap === 0T WMETO Ha MBAH
= —— _g
1 Issued by: INVESTBANK AD |
L]
I Valid from 11. 1. 2015 r. to 11. 1, 2017 r.
| |
? You have a private key that corresponds to this certificate.
|| Issuer Statement .
| Learn more about certificates
| |

So you can be sure that this is your Certificate.
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Note the dates in the field "Valid from" and "to" - they define the period in which this
certificate is valid. In the event of pending expiry of that period, you should send a new
request to the Bank for issuing a new bank certificate.

After the expiry of the validity period, delete the outdated Certificate (using the
"Remove" button shown on the previous figure) and then install the new certificate in the
same way.

Click on "OK" - "Close" - "Cancel" to exit.

To be able to sign your bank documents using your Bank Certificate, the access device
used for the access to the Service is required to have CAPICOM (a component of Microsoft
for operating digital certificates) installed.

The Installation Guide for this software can be downloaded from Microsoft website.

IMPORTANT!! If you use capicom.dll version lower than 2.1.0.2, please upgrade with the
following Security Update from the website of Mt

Now you are ready to use your Bank Certificate for signing document in
Internet Explorer.
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http://www.microsoft.com/en-us/download/confirmation.aspx?id=25281
http://www.microsoft.com/downloads/details.aspx?FamilyId=CA930018-4A66-4DA6-A6C5-206DF13AF316&displaylang=bg
http://www.microsoft.com/downloads/details.aspx?FamilyId=CA930018-4A66-4DA6-A6C5-206DF13AF316&displaylang=bg

II. INSTALLATION OF THE BANK CERTIFICATE IN Mozilla Firefox

To use the certificate, you must install it in your Mozilla Firefox browser.

Start Mozilla Firefox.

Click on "Tools" - "Options":

Eile Edit View History Bookmares |Tools| Hela
'(NENTab 8- Downloads Ctrl+J

Add-ons  Ctrl+Shift+A

6._ Search or enter address Apps
SignIn To Sync..

! B-Trust Config 3
Web Developer 2

Page Info

Options

Click on "Advanced" - "View Certificates":

File Edit View History Bookmarks Tools Help

- New Tab XJ. # Options x'-\+

(- ) Firefox  about:preferences®advanced

Advanced

General Data Choices Network Update

Requests

riva When a server requests my personal certificate:
rivacy

Select one automatically

Security

@ Ask me every time

Sync
Advanced

View Certificates Security Devices

Click on "Import":

Certificates

Query OCSP responder servers to confirm the current validity of certificates
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-
Certificate Manager E

Your Certificates | People | Servers I Authorities | Dthers|
4 ou have certificates from these crganizations that identify you:
Certificate Name Security Device Serial Murmber Expires On =}
|
[
View... | | Backup... ‘ ‘ Backup All... | l Import... Delete... |

Choose the path to the folder where you have previously saved the file containing
your certificate.
After selecting and checking it, click on "Open":

Certificate File to Import B]x|
Look in: | (=) iBark (0:) vl @ 2 i@
- e P12
My Recent
Documents
7
Desktop

File name: T2 vl [open ]
My Network  Files of type: IPKCS12FiIes EI [ Cancel ]

Page 13 of 16



Enter the 10-digit installation code of the Certificate which you have received by the
SMS sent by the Bank.

f' B
Password Required ﬁ

9_. Please enter the password that was used to encrypt this certificate backup:
2

[ QK ]| Cancel |

b

Click on "OK".

A message for successfully installed Banking Certificate is displayed:

[ Alert (e |

§ | Successfully restored your security certificate(s) and private key(s).

Your certificate can already be seen in the list of your personal certificates.

r B
Certificate Manager ﬁ

Your Certificates | Peoplel 5erl.rers|ﬁ'.uthorities| Gthers|
You have certificates from these organizations that identify you:
Certificate Name Security Device Serial Murmber Expires On 8
4]MVESTBAME AD
Mean C s Software Security Device 2E—0 11 anyapwn 2017 r.
View... Backup... Backup All... | [ Import... ] Delete...
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IMPORTANT!!! You have to choose the tab "Authorities" and then in the list to
find and select the root certificate "Investbank AD Root CA", to click on "Edit
Trust" and check all options. Finally click on "OK".

Advanced

Certificate Manager

Your Cartficates | People | Svers | Authorities | ot

|

General  DataChoices  Network  Update  Certificates You have certiicates on NETRETTERETTIRET Tonificate authorities
B . . .
Edit CA certificat trust settings [ Certificate Name Security Device ]
Req i-Notary TrustPath CodeSign CA Software Security Device -
uests The certificate "Tnvestbank AD Root CA” represents a Certificate Authority. i o v
When a server requests my. InfoNatary CSP Roat Software Security Device
! y i-Notary Hosted Enterprises CA Software Security Device
Select one automatical| Fdit trust settings: AT EAD
- This certificate can identify websites. St
@) Ask me every time INVESTBANK AD Software Security Device e
This certificate can identify mail users. =
Investbank AD Root CA Software Security Device
This certificate can identify software makers. NESTRARIK'AD Software Security Device
uery OCSP respondel
& Advanced Query L& WEBSRVTEST-CA Software Security Device
AIZENPE S.A, <
View Certificates Secunty Jevices l View. ] [gmt Trust. ] [ Import.. I l Export... I l Delete or Distrust... I
\

\

IMPORTANT!!! To be able to sign your bank documents using your Bank
Certificate in Mozilla Firefox you are required to install Add-on named
"signText]S".

Click on "Tools" - "Add-ons":

File Edit View History  Bookmarks [0 Heip W —"

./NewTab x

6 A

Downloads Ctrl+)

Add-ons

Apps
Sign In Te Sync..

|+ Shift+ 54

Search or enter gddress

B-Trust Config »
Web Developer »
Page Info

Options

Use the search function from the field "Search all add-ons" and find and

install the "signText]S" Add-on

File Edit View Histary Bookmarks Tools Hielp T — — el
. . 9
% NewTab %/ 4 Add-ons Manager x &
€) O rieron | sboutaddons [l &JEE e + A 40 o BI-
Some extensions could not be verified || 3 - Search all add-ans p
-
Extensions B-Trust Tool / [— nemove
‘ SIgnTEXtJS Disable Remove

window.crypte.signText replacement  More
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File Edit View History Bookmarks Tools  Help T ——

- New Tab x/.* Add-ons Manager x\+

é &) Firefox | about:addens

B-Trust Tool

B-Trust Tool for Mozilla  Mare

e signTextJS

window.crypto.signText replacement

A Macars lamddalemas

Now you are ready to use your Bank Certificate for signing document in

Mozilla Firefox.

IMPORTANT!!! If you have installed more than one Certificate in your Mozilla

Text Sigyﬁng Req

The site 'ibanking.ibank.bg' has requested that you sign the

{|| following text message:

=

<E‘AYM£NT type='Credit Transfer Crder - PRNAR; -

<ORDER_ID>6708</ORDER_ ID><SIGNDATE>2016-01-12
17:37:37.372483 +02:00</SIGNDATE>
<RECIPIENT NAME >3 ——</RECIPIENT NAME>
<RECIPIENT IBAN>==——umm — J</RECIPIENT_IBA
N><ORDER_AMOUNT>1BGN</ORDER_AMOUUNI> -
<REASCON>IpexsrpnaHe</ REASON><ADDITIONAL REASCN>

Signing Certificate

Ip-f1565538-d0c6-4325-b385-6f3a9002e67d

Issued to: CN=-Eggeees e e 0T me'rﬂ“;
Serial Number: ITre== — =S E
Valid from 12 auyapm 2016 r. 17:10:28 uw. to 12 sguyapm
Certificate Key Usage: Client,Sign,Encrypt,Object Sig:
Email: (no email address)

Issued by: CN=INVESTBANK AD L=Sofia,C=BG

Stored in: Software Security Device

< | m | ’

1

#| To confirm you agree to sign this text message using your
selected certificate, please confirm by entering the master
password:

typeDescr='IIpeson=o Hapexna:He 3a KpeauTex npeson'> 1‘

] oK |[  cancel

Firefox browser, whenever you confirm a document in the Internet Banking
System of the Bank, you must carefully specify the correct Bank Certificate that is
issued for the client's accounts which you operate.

Page 16 of 16



